Agil-l— arbetssatt och informationssakerhet

SAFe vs ISo L1OOI

“Risk comes from not knowing what you re doing.” — Warren Buffett
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Ulf Dellborg
 Flygsakerhet Viggen FV/FMV
e Signalsystem Adtranz

* Kunsult IT++
* Projektledning
* Krav

e Arkitektur
e Sikerhet
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Syfte
* Forsta sakerhet & agilt

Innehall

e Sakerhet och utveckling
SAFe och ISO27001

Kap 4 Sammanhang

Kap 5 Ledning

Kap 6 Planering

Kap 7 Support

Kap 8 Operativt arbete

Kap 9 Utvardering
Kap 10 Forbattring
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Sakerhet, Agilt, nytt?
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Sakerhet, Agilt, nytt?
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X,

Sakerhet, Agilt, nytt?

ANSI/ISA S84 (Functional safety of safety
instrumented systems for the process
industry sector)

IEC 61511 (Safety instrumented systems for
the process industry sector)

IEC 61508 (Functional safety of
electrical/electronic/programmable
electronic safety related systems)

IEC 60601 (safety and effectiveness of
medical electrical equipment)

IEC 61513 (nuclear industry)
IEC 62061 (safety of machinery)

EN 50128 (railway applications — software for
railway control and protection)

EN 50129 (railway applications — safety
related electronic systems for signalling)

EN 50402 (fixed gas-detection systems)
ISO 26262 (automotive industry)

MISRA, various (guidelines for safety
analysis, modelling, and programming in
automotive applications)

Defence Standard 00-56 Issue 2 — accident
consequence

ISO 27000, 27001, 27002 ..........

ension
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SAF, SAFe, vad jag ser:
ry POH—POL‘\ & ) Hierarki
):\O * Portfolio, Program, Team

Floden

* Development value stream, Operational value
stream, Solution Train, Continuous Delivery
pipeline, Agile Release Train, Program Increments
och iterations

PoH’po\'\t? K o".‘bo‘n ¢

/Pf‘ogr*am

Events

* |teration planning, Daily stand up, Iteration review,
Iteration retrospective, Pl-planning, Scrum of
Scrums, Solution Demo, ART Sync, Portfolio Sync,
PO Sync, System Demo, Inspect and Adapt, Lean
Budget Review, Communities of Practice, Roadshow

Uppgifts- & kravhantering

* Kanbans, Backlogs, Epics, Epic enablers, Features,
Fetaure enablers, Stories & Story enablers

Dokumentation
* Business Canvas, Portfolio Canvas, Development

Value Stream Canvas, Agile Release Train Canvas,
Portfolio vision, Solution Vision, Solution Intent

Roller & ansvar

* Epic Owners, Enterprice Arhcitect, Solution
Architect, Solution Mgmt, STE, Business Owners,
System Architect, Product Mgmt, Product owne,
DevTeam

.

dellborg@ension.se enSion




\\ Serien ISO 27000
e 45 standarder
27000, definitioner
27001, krav sakerhetssystemet
27002, 114 kontroller
27005, hantering av risker

s ISo 1000 ¥

I nclden+—
han‘f'ef‘}ng

=
b

3
5
[}

orer i SO 27001

Anoxlt/sef“a P )

(kap E3-2.3) verksomhet * Krav mot sakerhetssystemet
ﬁ * 7 kapitel bondfornuft (23 A4)

Moto

(kenp ) * Process: Plan, Do, Check, Act

- S+yra Anoxl ero Planﬁros Infora
rdé 2T = Nyttan:
kap 4-5) (kap 6.3-€6.3) kap €.3-7) (kop )

 Slipper uppfinna hjulet
k ‘) » Effektiv vag till sakerhet
* Uppvisad kvalitet (certifiering)
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ISO 27001, 4.3
Determining the scope
of the information
security management
system

ISO 27001, 4.4
Information security
management system

ISO 27001, 4.2
Understanding the
needs and
expectations of
interested parties

I1ISO 27001, 4.1
Understanding
the
ovganization
and its context

ISO 27001, 10.2
Continual
improvement

ISO 27001, 10.1
Nonconformity
and corvective

action

IS0 27001, 5.3 Organizational voles, vesponsibilities and aut%ov*tias

ISO 27001, 5.1 Leadership and oowww'twmt‘

ISO 27001, 5.2 Policy

ISO 27001, 9.1

ru ISO 27001, 9.2 Internal aud:#

ISMS

ISO 27001, 6.2 Information security
objectives and planning to achieve them

I1SO 27001, 6.1.3 Informatio
security risk treatment

I1SO 27001, 6.1.2 Information;
security risk assessment

ISO 27001, 6.1.1 General

=l

I1ISO 27001, 7.5.3
Control of
documented
information

ISO 27001, 7.5.2
Creating and
updating

ISO 27001, 7.5.1
General l

T

ISO 27001, 7.4
Communication

ISO 27001, 7.
Awareness

L

ﬁiﬁ‘éﬁiﬁ'yﬁin ) IS0 27001, 2.1 ISO 27001, 2.2 ISO 27001, 8.3

o ' Operational Information Information
ana’yﬁs_ an 1SO 27001, 4.3 planning and security visk security risk ISO 27001, 7.1
evaluation J Management veview control assessment treatment Resourtes

| =

ISO 27001, 7.2
Competence

ISO 27001

* Krav mot sakerhetssystemet
e 7 kapitel bondfornuft (23 A4)
e 26 krav

Information Security Management System

Ledningssystem for InformationsSakerhet

j Quality Management System

dellborg@ension.se
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ISO 27001, 4.3
Determining the scope
of the information
security management
system

ISO 27001, 4.4
Information security
management system

ISO 27001, 4.2
Understanding the
needs and
expectations of
interested parties

ISO 27001, 4.1
Understanding
the

organization
and. its context

ISO 27001, 10.2
Continual
| improvement

ISO 27001, 10.1

Nonconformity

and. corvective
action

IS0 27001, 5.3 Omganizational voles, vesponsibilities and autbw\‘tis

}:so 27001, 5.2 Policy\

ISO 27001, 5.1 Leadership and cowww'twmt\

=

SAFe R1. Build the solution
and comliance incrementally

I1SO 27001, 6.2 Information security
objectives and planning to achieve them

ISO 27001, 6.1.3 Informatio
security risk treatiment

I1SO 27001, 6.1.2 Information
security risk assessment

ISO 27001, 6.1.1 General

ISO 27001, 7.5.3
Contvol of
documented
information

SAFe R2. Organize for
value and comliance

7

ISO 27001, 7.5.2
Creating and

updating

£ Lean-QMS
SAFe RS. Release
validated on demand

7
SAFe R4. Continously
verify and validate

17
SAFe R3. Build quality
and comliance in

I1ISO 27001, 9.1
Monitoring,

ru ISO 27001, 4.2 Intermal audr{t

\
ISO 27001, 7.5.1
;—qunem{ J

ISO 27001, 7.4
Communication

ISO 27001, 7.
Awareness

IS0 27001, 2.1 I1SO 27001, 8.2

measurement,

analysis and
evaluation

Operational Information
ISO 27001, 9.3 planning and security risk
Management review control assessment

ISO 27001, 7.2
Competence

ISO 27001, 7.1
Resources

ISO 27001, 2.5
Information
secunity risk
treatment

dellborg@ension.se

Safe SAFe, tva artiklar:

Building in Quality and Compliance

» Kontinuerlig kvalitet och compliance
(PDCA)

* Hantera risker tidigt och kontinuerligt

* Integrera kvalitet och compliance i
rutinaktiviteter

* DevSecOps

Compliance

* Bygg losning och compliance
inkrementellt (PDCA)

Inbyggd kvalitet och compliance

Organisera for varde och compliance
Lean QMS
Kontinuerlig, inbyggd V&V

ension
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Kap 4 Sammanhang

Kap 5 Ledning

Kap 6 Planering

Kap 7 Support

Kap 8 Operativt arbete
Kap 9 Utvardering

Kap 10 Forbattring

ension
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Kap 4, 1SO 27001

Organisationens sammanhang
Intressenters behov/forvantningar
Beroenden mellan aktiviteter

=>

Systemets omfattning

ension



eheravining the seope Kap 4, Sammanhang, SAFe
m] I

security management
system

of the information
Portfolio Context Business Model

I1SO 27001, 4.4
Information security
management system

ISO 27001, 4.2

Understanding the (

* Business Model Canvas -
| Canvas organisationens sammanhang

e f * Business Model Canvas -

}Q £ n Intressenter och dessas behowv.
S °

@

needs and
expectations of
interested parties

Portfolio Canvas Operational Value Streams &
Development Value Streams -
10 27001, 4.1 f Beroenden / gransytor

Strategic Theme

Understanding
the

organiation Solution Intent, Canvas & vision-
( ® i ISMS omfattning

Portfolio Vision [~~~ Epic - -t=|Development Value
Stream Canvas

!

® | [4]
Solution Vision Solution Intent Agile Release Train
Canavas
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Kap 5, ISO 27001

Ledningens engagemang
Sakerhetspolicy

Satta ansvar & befogenheter

ension
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" ISO 27001, 5.3 Onganizational voles, r%?or\sibi(ftl'es and authonties Kap 5, LEda I'Ska p, SAFE

ISO 27001, 5.1 Leadership and commitivent ISO 27001, 5.2 Policy

e Lean-Agile Leadership visar
ledarskap och engagemang for
sakerhet

e Sakerhetspolicy i Lean QMS

e Rollerna i Development Value
stream kompletteras med

Lean-QMS
ansvar och befogenheter

* Rollerna i Operational Value
stream definieras

dellborg@ension.se enSion



( Risker och hO\V\“"ef‘;V\ﬁ oV risker - Kap 6, 1SO 27001, Planering

Process for riskanalys
Process for hantering av risker
Sakerhetsmal

Plan for sakerhet

dellborg@ension.se en Sion



Implementation

Roadmap

[

Princip #2 -

Apply systems
thinking

I1SO 27001, 6.2 Inforimation security
objectives and planning to achieve them

———————————————————————————

Acceptance
Criteria

I1SO 27001, 6.1.3 Informatio
security risk treatment

ISO 27001, &.1.2 Information|
security risk assessment

ISO 27001, 6.1.1 General

7

/7

Acceptance

- e . - - - . - - > n S————TSSLILELELE, B - - = =

dellborg@ension.se

Kap 6, Planering, SAFe

* Processer enligt ISO 27001 kap 6

laggs in i Implementation
Roadmap

» Lagg sakerhetskrav i backlog

* Planera i implementation

roadmap

ension



\ Kap 7, 1ISO 27001, Support
Re_sur‘ser Nodvandiga resurser

Kompetens: krav & utbildning

Kommunikation: nar, vem, hur

Dokumentation... = )

-
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) |

System Demo

&

Inspect and
Adapt

Solution Demo

Nl

.
—

Iteration

kretrospective

&

(2
s

Daily stand up

Iteration
planning

[ s

_

! ART Sync

Pl-planning }

Iteration review

(2 [ § )

Lean Budget
Review

Communities of
Practice

Portfolio Sync

ey

Scrum of

it

Scrums

Agile Release Train

[ PO Syncj

1]

Canavas

Roadshow

=

ISO 27001, 7.5.3
Control of
documented

information

ISO 27001, 7.5.2
Creating and
updating

—

ISO 27001, 7.5.15
General

ISO 27001, 7.4
Communication

ISO 27001, 7.
[ Awareness

ISO 27001, 7.2
Competence

ISO 27001, 7.1
Resources
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Kap 7, Support, SAFe

e Faststalla vem som behover
kunna vad — Lean QMS

* Planera utbildning

* Planera vad som
kommuniceras, nar var hur

ension



Ope_ro\‘ﬁw arbete.
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Kap 8, ISO 27001

Realisera krav/mal enl kap 6
Hantera andringar

Hantera risker enligt kap 6

ension



(‘ Rewvmodal T '-.| . Kap 8, Operativt arbete, SAFe

Princip #2. - 7 .
Apply systems = . P, * Implementera sakerhetskraven
Feature P .
thinking e i backlog
T , Lean-QMS * Lagg kap 6 processer i
Kanoans - 5 .
fssesiss T e Continuos Exploration
' =0 Acceptance ' TN
_ o * Roadmap for sakerhetskraven
Portfolio
o IBHEEERGSEE R e e s
~ =

Agile Release train

Program
Backlog / Kanban

Pi-planning

Continuous Continuous Continuous

L' Exploration

ISO 27001, 8.1 ISO 27001, 2.2 ISO 27001, 2.3
Information Information
security risk security risk

Deployment

Integration

Team Backlog /

Kanban { \

Operational
planning and
assessment treatiment

contvol

ension
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Kap 9, ISO 27001

Utvardera Effektivitet & resultat
Overvakning & utvardering
Regelbundna audits

Ledningens granskning
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| Principle #5 — Base
milestones on objective

evaluation of working

KPI

ISO 27001, 9.1
Monitoring,

‘ measurement,
analysis and
evaluation

dellborg@ension.se

systems
Pl-planning
‘ Inspect and Adapt |
|| 150 27001, 9.2 Intemal audif Management
—— ‘ ' Reviewes

‘\ ISO 27001, 9.3

| Management review
|

Kap 9, Utvardering, SAFe

e Var noggrann med KPler for

sakerhetsrelaterade krav

* Inspect and adapt —

Planera audits, team granskar
andra team, och verksamhet.

* Planera och kor

managements reviewes for
sakerhet

e Forhall er till Operational

value streams

ension
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Kap 10, ISO 27001

Hantera Incidenter

Kontinuerlig forbattring

ension



T Kap 10, Forbattringar, SAFe

* Integrera med organisationens
incidenthantering

[1] [} e Skapa processer for att |16sa

Principle #5 — Base Principle #4 — Build L

milestones on objective incrementally with fast, incidenter

evaluation of workin integrated learning cycles. .

nhie 2 ok * Kor SAFe
IS0 27001, 10.2 KPI
Continual
l improvement

Nonconformity
and corvective
action

| ISO 27001, 10.1

—
Product
Management

dellborg@ension.se en Sion
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Hur 3?21( det?
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Nagon segrare?

Hindrar ISO 27001 SAFe?
Hindrar SAFe 1SO270017
Lardomar?

Blev det tydligare?

ension
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